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1. About This Guide

1.1. Who Should Use It

This user guide is intended to provide Defense Logistics Agency (DLA) personnel with
instructions and operational procedures to connect to the DLA network via Citrix, using non-
Government-Furnished Equipment (non-GFE). Non-GFE includes both Contractor-Furnished
Equipment (CFE) and personal equipment (i.e., home computer).

Risks

There are potential risks associated with installing prerequisite software components (i.e.,
ActivClient, Citrix Online Plug-in, DOD Root Certificates) and using the remote access system.
It is not possible to test these components with all software and/or applications that are
commercially available and that may be on your home computer. Therefore, it is possible that
the prerequisite software components could conflict with other applications or software residing
on your home computer. Use of this capability on your personal non-Government-furnished

computer is at your own risk.

Disclaimer of Liability

With respect to installing prerequisite software components or using the remote access solution,
neither the DOD, DLA, nor any employees within, provide any warranty, expressed or implied,
or assume any legal or financial liability or responsibility for your non-Government computer
system and/or damages or repairs that may result from system incompatibilities with the remote
access solution. By installing prerequisite software and using this product, you signify your
agreement to the preceding terms and conditions. If you do not agree to these terms and
conditions, do not install or use this product.
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2. Citrix — Introduction

2.1. Overview

Citrix provides a secure means of teleworking using a remote user’s personal or contractor-
furnished computer. Citrix contains security configurations to prevent access to the user’s local
storage devices (i.e., hard drives and flash drives). Users connect to Citrix via their Web
browser, enabling easy and secure access to available DLA applications as only keystrokes,
mouse clicks, and display images are transmitted over an encrypted connection between the

client computer and the Citrix environment.

2.2. Hardware and Software Required

Personal or contractor-furnished devices running on Windows XP, Windows Vista, Windows 7
or the latest versions of Mac OS can be used via the processes described in this document.
The table below is a breakdown of all browser/operating system combinations that are
supported by Citrix. It is highly recommended to use one of these combinations, as deviation

could result in performance issues or inability to connect.

Browser Operating system
Internet Explorer 8.x Windows 7 64-bit Editions
(32-bit mode) Windows 7 32-bit Editions

Windows XP Professional with Service Pack 3

Windows XP Professional x64 Edition with Service Pack 2
Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Internet Explorer 7.x Windows Vista 64-bit Editions with Service Pack 2
(32-bit mode) Windows Vista 64-bit Editions with Service Pack 2
Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Safari 5.x Mac OS X Snow Leopard 10.6
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Browser Operating system

Safari 4.x Mac OS X Leopard 10.5
Mozilla Firefox 4.x Windows 7 64-bit Editions
(32-bit mode) Windows 7 32-bit Editions

Windows XP Professional with Service Pack 3

Windows XP Professional x64 Edition with Service Pack 2
Windows Vista 32-bit Editions with Service Pack 2
Windows Vista 64-bit Editions with Service Pack 2

Mozilla Firefox 3.x Mac OS X Snow Leopard 10.6
Mac OS X Leopard 10.5
Windows XP Professional x32 Edition with Service Pack 3
Windows Vista 32-bit Editions with Service Pack 2
Windows 7 32-bit Editions
Red Hat Enterprise Linux 5.4 Desktop

Additionally, there are three software components that are required in order to use Citrix -

these are documented in Section 3 of this document.

Lastly, it is highly recommended that you use a high speed Internet connection, as opposed
to dial-up or satellite.

2.3. Help Desk Support

All liability for issues and troubleshooting non-GFE lies with the end user. The DLA Help Desk
will not provide support for issues with hardware/software not provided by DLA, including but
not limited to non-GFE hardware, non-DLA networks (e.g., home routers, public hot spots),

non- GFE printer configuration, and non-DLA software compatibility issues with Citrix.

DLA Help Desk resources will support troubleshooting issues that are not related to the non-
GFE hardware/software, including but not limited to accounts, DLA applications, and server-

side issues.
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3. Pre-connection and Configuration Activities

Before connecting to Citrix for the first time, certificates and client software, available on the
DLA Enterprise Remote Access log-in page, need to be installed, followed by a machine
reboot. This process is described in the following steps:
1. Connect your Common Access Card (CAC) Reader to an available USB Port on your
Personal Computer System (Desktop/Laptop)
Turn on Personal Computer System (Desktop/Laptop).
Launch Internet Explorer V.7 or higher
Validate that required security protocols are enabled:

From Internet Explorer, select Tools and Internet Options

[ Onfervie

[~ g ORECTORST]
E LOGISTICS AGENCY @ ﬁeumugh
1BAT LOGISTICS SUPPORT AGENCY ay camn ¥ 201
. 222 N
e
5 < Dwectory | o

3= [ TeamODUA = | Customer Support = | Busmess Operaions = | Carver O P

o SNcY
Hotline Program
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When the Internet Options window appears select the Advanced tab and ensure Use SSL

3.0 and Use TLS 1.0 are checked in the Security section.

‘ General I Security | Privacy | Content | Connections | Programs | Advanced

Settings

Enable DOM Storage -
[ Enable Integrated Windows Authentication®

Enable memary protection to help mitigate online attacks™
Enable native XMLHTTP support

Enable SmartScreen Filter

L’ Use 55L 3.0
N Use TLS 1.0

[[] useTis 1.2

Warn about certificate address mismatch® b
[ Warn if changing between secure and not secure mode |E ‘
Warn if POST submittal is redirected to a zone that doesnl

| 1 | +

Takes effect after you restart Intemet Explorer

Restore advanced settings
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default
condition. =

You should only use this if your browser s in an unusable state.

-@ Some settings are managed by oy system administrator.
Do ][

Once these protocols are checked, click OK, close your Internet browser, and open a new

Internet browser window.

Insert DLA CAC into CAC Reader

In your Internet browser, navigate to the DLA Enterprise Remote Access login page (URL
below) to access pre- requisite files for download. Note that regardless of which DLA field
site you are assigned to, everyone should obtain these files from this site.

Type the following URL and click Enter
https://remote.dla.mil

The first time navigating to this page, the user may see a warning message similar to the

Web site below. If this appears, select Continue to this Web site (not recommended)

& Fovontes w0 Home - 184 Suppont Sae

5 Centicate Emsr: Novvgetion Blacked N8B - v Pagev Seletyy Tecksv @~
g a pre with this website

We recommend (hal you (e Iha webpage and do nal contowe 1o T welnte

2
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https://remote.dla.mil/

7. Select the | Agree with the Statements Above button

= i," ® '.EDE_FENSE LOGISTICS AG ENC;I.

C Al

i

You are accessing a U.S. Government (USG) Information System (I3) that is provided for USG-authorized
use only.

The Warfighters Woglélice Combat Support Agency.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

-The USG routinely intercepts and monitors communications on this 1S for purposes including, but not limited
to. penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM),
law enforcement (LE), and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g., authentication and access controls) to protect USG interests—not
for your personal benefit or privacy.

-Motwithstanding the above, using this IS does not constitute consent to PM, LE, or Cl investigative
searching or monitoring of the content of privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such
communication and wal private and con - ser Agreement for details.

[ | Agree With The Statements Above ] DI Disagree
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8. On the screen below you will see three links for components that need to be installed

prior to establishing a connection to Citrix from each machine for the first time:

i H }DEFEHSE LOGISTICS AGENCY
KR

The Warligh |.I'lri {fa‘rf”:i Combal Supporf Agancy

LT

Ewiifr Login LOGIN | Pacific Login

If this is your ﬁrst time accessmg this system from this machine, you may need to
install the following

» DoD Root Certificates
o Windows
o Mac OS5
» Citrizz Online Plug-in
o Windows
o Mac OS5
s ActiviClient
= 32-bit
w Cmze Irstsll
u  Latest Hotfioc
o 64-bit
m Emsm= Irstsll
m Latest Hotfioo

Still not warking? Try the fallowing:
+ Close all browser windows and try again.
» Review the Home User Guide.
» Forissues with multiple PIN prompts, make sure you have installed
ActivClient {including the latest Hotfix) from the links abowve.

For additional support, contact your home site help desk.

|
Select DOD Root Certificates -> Windows and select Save when prompted. Save this
file to your computer, and after download is complete, locate file, right click on file, and
select Run as Administrator. This exe file will install all required DOD Certificates to the
appropriate location on your machine. These certificates are required to be installed on a
machine when using a CAC. You may see two prompts issuing a security warning.
These warnings are standard, and if the you accept them, should click Yes on both.

Note that clicking No will prevent the machine from using Citrix.
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N
Security Waming |i|
You are about to install a certificate from a certification authority (CA)
! You are about to install a certificate from a certification authority (CA) l \ claiming to represent:
% claiming to represent:
dod ocsp ss
DoD Root CA2
Windows cannot validate that the certificate is actually from "DoD Root i Windows cannot validate that the certificate is actually from "ded ocsp i
CA 2", You should confirm its origin by contacting *DoD Root CA 2" 55", You should confirm its origin by contacting "dod ocsp ss ", The
. N o . following number will assist you in this process:
The following number will assist you in this process:
i Thumbgprint (shal): 8CO41B34 EAIEAGED 9AEZECS4 CF687252 B4COBS61 Thumbprint (shal): 4F46A0EE COF66BF4 A424D5B2 93EE2B0B 905098CD
Warning: Wa""i'_"g: i . i i i
i ¥ you install this root certificate, Windows will automatically trust any If you install this roct certificate, Windows will sutomatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed U certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Ves" you acknowledge this i thumbprint is a security risk. If you click "Ves" you acknowledge this
risk. risk,
Do you want to install this certificate? Do you want to install this certificate?
Yes | No Yes ‘ Neo |
& —  — — 4

. f "\ DEFENSE LOGISTICS AGENCY
Sl S ;

i I The Warli '.r-ri_lugr:'rﬂct Combal Sippor! Aganey
- -

111

DLA Enterprise Remote Access System

Eu/&fr Login LOGIN | Pacific Login

If this is your first time accessing this system from this machine, you may need to
install the following to log in:

+ Dol Root Certificates
o Windows

« Citrix Online Plug-in
o Windows
o Mac OS5

o 22-bit
m Ga=ze In=tall
m Late=t Hoftfic
o 64-bit
= Baz= Install
m  Late=t Hotfinc

Still not working? Try the following:

» Close all browser windows and try again.

+ Review the Home User Guide,

» Forissues with multiple PIN prompts, make sure you have installed
ActivClient [including the latest Hotfix) from the links abowe.

For additional support, contact your home site help desk.
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The Citrix Online Plug-in is required to establish a secure connection with
Citrix. This client supports Windows XP, Vista, and Windows 7 operating

systems. When prompted, run the file and accept all defaults.

10. On the same page, you will need to install ActivClient as well as the latest hotfix. Note

there are two choices of ActivClient to install, which is based on the configuration of your
operating system:

- 32-Bit

- 64-Bit

You can verify the version of your operating system by right-clicking the My Computer icon on
your Desktop, and selecting Properties.

i Computer

O N,

(0 |;l.i ~ Computer -

Organize *  System properties  Uninstall or change a program  Map network drive Open Control Panel

=5 Favorites * Hard Disk Drives (1)
B Desktop ¥ 0sDisk (C2)
4. Downloads

. = 153 GB free of 232 GB
j=1l Recent Places

+ Devices with Removable Storage (1)
== Libraries - 5D Disk (D:)
“:| Documents
& JT 156 MEB free of 968 MB
,J. Music

(& Pictures
E Videos

= @ Computer
S osbisk (C:)
B sDDisk (D) | ) Manage
Open in new window
'Eh MNetwork Scan using Spybot-Search&Destroy

Collapse

Map network drive...
Disconnect network drive...

Add a network location

Delete
Rename

< Properties >
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On the Screen that appears, it should state 32-bit or 64-bit Operating System.

@Contrul Panel\System and Security\System ;Iglll
‘@ LB; + Control Panel » System and Security ~ System - m I Search Control Panel @‘

Control Panel Home View basic information about your computer

@u Device Manager Windows edition

.@. Remote settings Windows 7 Enterprise

@ System protection Copyright © 2009 Microsoft Corporation. Al rights reserved.
Service Pack 1

'@' Advanced system settings

System

Manufacturer: CIO Technology Services
Model: MPCWin7 Movember 2011
Rating: | St Windows Experience Index
Processor: Intel{(R) Core{TM) i5-2410M CPU @ 2.30GHz 2.30 GHz
Installed memory (RAM):

System type:
Pen and Touch:

CIO Technology Services support
Website: Online support

Computer name, domain, and workgroup settings

Computer name: r@'Change settings
Full computer name:
Computer description:

Domain:

Windows activation

See also
Windows is activated

Product ID: Change product key

Action Center
Windows Update

Performance Information and
Tools

Learn more onling. ..
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Once your operating system type has been confirmed, select the link to download

the appropriate ActivClient:

_i‘ - _?:IEFENSE LOGISTICS AGENCY
. 1 Y E

i The le'rl'Eu'l.flfiil piEtics Combal Supporf Agancy.

LI

Euw/Afr Login LOGIN Pacific Login |

If this is your first time accessing this system frem this machine, you may need to
install the following to log in:

+ DoD Root Certificates
o Windows
o Mac OS5

« Citriz Online Plug-in
o Windows

* ActivClient
= Z2-bit

m Ea=e Irstall

m Latest Hoffic

= 6d-hit

= Baze Install

m  Laf=st Hotfioc

Still not working? Try the following:

+ Close all browser windows and try again.

+« Reviewthe Home User Guide,

+ Forissues with multiple PIM prompts, make sure you have installed
ActivClient [including the latest Hotfix) from the links above.

For additional support, contact your home site help desk.

When prompted, run the install file and accept all defaults:

Internet Explorer - Security Warning [=x=

The publisher could not be verified. Are you sure you want to run this
software?

Name: ActivClient_6.2_x32.EXE
Publisher: Unknown Publisher

i % | This file does not have a valid digital signature that verifies its publisher. You
@ should only run software from publishers you trust. How can I decide what
¥ software to run?

11. Reboot the computer after all prerequisite components have been installed.

12. Repeat Step 10 and 11 however select the hotfix instead of the Base Install.

Citrix Home User Guide
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4. Establishing a Citrix Connection

Note: Specific screenshots and images throughout this document may differ from site to site

The following steps detail the process for connecting to Citrix and launching applications

once the prerequisite steps in Section 3 have been addressed.

1. Connect your Common Access Card (CAC) Reader to an available USB Port on your
Personal Computer System (Desktop/Laptop)
2. Turn on Personal Computer System (Desktop/Laptop).
3. Launch Internet Explorer V.7 or higher
4. As an alternative to https://remote.dla.mil, the following URL addresses can be accessed as
listed below:
If you work at this DLA Site Use this URL
Headquarters https://fortbelvoir.citrix.hg.dla.mil
Aviation https://rmt.aviation.dla.mil

Services, Logistics

Information Services

Land and Maritime, Transaction| https://remotec.dla.mil

Services

Troop Support, Information
Operations Ogden, Document

https://pubctx.troopsupport.dla.mil

Europe & Africa

https://wwc.europe.dla.mil

Pacific

https://remote.pacific.dla.mil/

Distribution

https://rmt.distribution.dla.mil
Click “Continue to the Website”

Type the URL, and click Enter

Note: Some users may not be required to complete steps 5 and 6 due to site-specific

Citrix configuration

Citrix Home User Guide
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https://remote.dla.mil/
https://fortbelvoir.citrix.hq.dla.mil/
https://rmt.aviation.dla.mil/
https://remotec.dla.mil/
https://pubctx.troopsupport.dla.mil/
https://wwc.europe.dla.mil/
https://remote.pacific.dla.mil/
https://rmt.distribution.dla.mil/

5. Select the | Agree With the Statements Above button

g DEFENSE LOGTSTICS AGENCY

.. ( 3 .. z The Warlighters} Woyltics Combat Support Agency

i

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized
use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:
-The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited
to, penetration testing, COMSEC monitoring, network operations and defense, personnel misconduct (PM),
law enforcement (LE). and counterintelligence (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using, or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose.

-This IS includes security measures (e.g.. authentication and access controls) to protect USG interests—not
for your personal benefit or privacy.

-Motwithstanding the above. using this IS does not constitute consent to PM, LE, or Cl investigative
searching or monitoring of the content of privileged communications, or work product, related to personal
representation or services by attorneys, psychotherapists, urclergy and their assistants. Such
communication and work User Agreement for details.

H\I Disagree

| Agree With The Statements Above
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6. Select DLA Enterprise Remote Access System location

1. For CONUS Users , Select Login link (Note: select the login link where your are
based — which may be away from your normal location)

—f_-‘i'_}nEFENSE LOGISTICS AGENCY
. [ e

L The W‘!'rl'pu'l.flfitli_]"a'r“f.l'cl Combal Supper! Aganey

DLA Enterprise Remote Access System

Pacific Legin

om this machine, you may need to

Ewifr Legin

If this is your first time accessing t
install the following to log in:

+ DoD Root Certificates
o Windows
o Mac OS5
» Citrizz Online Plug-in
o Windows
o Mac OS5
s ActiviClient
= 32-bit
w Cmze Irstsll
u  Latest Hotfioc
o 64-bit
m Emsm= Irstsll
m Latest Hotfioco

Still not warking? Try the fallowing:

+ Close all browser windows and try again.

» Review the Home User Guide.

» Forissues with multiple PIN prompts, make sure you have installed
ActivClient {including the latest Hotfix) from the links abowve.

For additional support, contact your home site help desk.
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2. For OCONUS Users, Select Eu/Afr Login or Pacific Login link (Note: select the

login link where your are based — which may be away from your normal location)

—f _}_DEFENSE LOGISTICS AGENCY
. e ;

I The WarlighTelfE LG plfiics Combal Sipporf Aganey
b

LT

Pacific Legin

If this is your fir werfessing this system from this
install the following to log in:

Fou may need to

+» DoD Root Certificates
o Windows
o Mac OS5
» Citrizz Online Plug-in
o Windows
o Mac OS5
» ActiviClient
= 32-bit
m Em=ze [n=tsll
u Latest Hotfioc
= 6d-bit
m Eam= Install
m Latmst Hotfio:

Still not working? Try the following:

+ Close all browser windows and try again.

+ Review the Home User Guide,

« Forissues with multiple PIN prompts, make sure you have installed
ActivClient [including the latest Hotfix) from the links abowve,

For additicnal suppert, contact your home site help desk.
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7. When prompted select your DOD EMAIL certificate and click OK
Windows XP:

Choose a digital certificate

Identification

' The website you want to view requests identification,
¥\ Please choose a certificate.

Hame Issuer

DOD EMAIL CA-25
DOD CA-25

[ More Info... ] [Vlew Certificate... ]

Windows Vista:

Windows 7:

Mac OS:

(5=

Choose a digital certificate

Identification

. The website you want to view requests identification.
i lé Please choose a certificate.

Name Issuer
DOD EMAIL CA-25

DOD CA-25

[ More Infa... ][mewcarﬁﬁmt&..‘]

Select a Certificate

[ I
| == I
| V o || Issuer DOD CA-25
\ 3 Valid From: 2/17/2011 to 3/29/2012
e
| ' ]‘ Issuer: DOD EMAIL CA-25
J Valid From: 2/17/2011 to 3/29/2012

iClick here to view certificate prope..:

L@

The website “fortbelvoir.citrixccl Lhg.dlamil™ requires a chient
certificate.

This website regures 3 CertAcate 1o validate your identty. Select the
Cortificate 10 Use when you CONMECt 10 TS website, and then chck
Comenmue.

L
X

gc MAL CA-3
{?) Show Certificate Cancel Continue

Citrix Home User Guide
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8. When prompted type your CAC
PIN: Windows XP:

ActivClient Login

Actividentity

ActivClient

Please enter your PIN,

PIN I

OK I Cancel

Windows Vista:

ActivClient Login A

Actividentity

ActivClient

Please enter your PIN.

PIN [l

Windows 7:

Mac OS:

Citrix Home User Guide

Windows Security x|

Microsoft Smart Card Provider
Please enter your PIN,

PIN

PIM

Click here for more information

WebProcess wants 10 use the

d L = | -
A i
T Peste eoter the heychain passwond
Passwerd: [sneneed] J
? Cancel | OK |

FOR OFFICIAL USE
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9. The next screen that appears will be the CITRIX Application window.

(Note: The icons you see upon logging in may differ from those shown
below)

| ciTRIX

10. To launch an application, single (left) click on the icon for the program you wish to launch.

When prompted, select your Certificate and enter your PIN.

Citrix Home User Guide Page 20
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11. To Logoff, click on the Log Off in the upper right corner. The Web portal will log you
off automatically after 20 minutes of the page being inactive. This does NOT log you

out of your Citrix Session.

citrIX

Logged Off

You have successfully logged off from the Web site.
For security reasons, you must close this browser window. To log on again, restart your browser.
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Appendix A — How to Establish Outlook Profile
Settings

How to add a Personal Folder (i.e., PST file) to your Outlook profile

1. Open Outlook through Citrix.
2. On the File menu, select Open, and then select Outlook Data File.

3. Select your U: drive from the drop-down menu.
*Distribution and J6N users select H: drive and the “outlookpst” folder.

4. Double-click the .PST file that you want to open, and then click OK (you may have to navigate through your
subfolders to find the appropriate file).

5. Your .PST file should now be listed in your Outlook window.

How to add an Outlook Auto Signature to your Outlook profile
1. Open anew message. On the Message tab, in the Include group, click Signature, and then click Signatures.

@ i) ‘? | ¥ Follow L
| = ¥ HighIm

Attach Attach iSignature\ v

File Item~ | ~ § LowImp
Includy Signatures... h

2. On the E-mail Signature tab, click New.

3. Type a name for the signature, and then click OK.

4. Inthe Edit signature box, type the text that you want to include in the signature.

5. To format the text, select the text, and then use the style and formatting buttons to select the options that you want.

6. To add elements besides text, click where you want the element to appear, and then do any of the following:

OPTIONS HOW TO

To add an electronic Click Business Card, and then click a contact in the Filed As list. Then click OK
business card

To add a hyperlink [* ]

Click '=alnsert Hyperlink, type in the information or browse to a hyperlink, click to select it, and then click OK

0 add a picture Click Plcture, browse to a picture, click to select it, and then click OK. Common image file formats for pictures

include .bmp, .gif, .jpg, and .png.

7. To finish creating the signature, click OK.

NOTE The signature that you just created or modified won't appear in the open message; it must be

inserted into the message.
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Appendix B — Printing With Citrix

Citrix users will be able to access a printer that is physically connected using appropriate drivers

installed on the non-GFE machine.

The printing device may be connected to the non-GFE machine or through the following types of

connections:

Printer Connection Enabled?
Local USB Connection Yes
Local LPT Connection Yes
Local Network Printer (i.e., local network Yes
printer, Wifi or LAN)
Network printer on Government network (i.e., No

multi-function printer at your DLA office)

All locally available printers will be “auto-created” in the Citrix environment and made available
to the Citrix client, allowing printing to occur just as if initiated from a locally installed application.

No additional action is required to print from Citrix to any locally connected printer.
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Appendix C — Tips and Common Error Solutions

1. If the following screen appears, preventing the user from selecting their certificate and
logging in, all browser sessions should be closed. Upon logging in with a new browser
session, the issue should be resolved.

You can now close your browser window

u must close this browser window. To log on

2. Occasionally in circumstances involving slow connectivity, Citrix applications may not
immediately respond to attempts to launch applications. In this scenario users should
refrain from repeatedly clicking the application icon as this will cause the application to
‘gueue up’ multiple instances that will all begin launching, negatively impacting Citrix
performance. If, after waiting at least 30 seconds, an application does not launch or has
appeared to fail during launch, then at that point click on the application’s icon again as
this may result in it launching properly. Users should also note that responsiveness and
performance of the Citrix application should improve after the initial connection is

established and the application launches.
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3. If you see a Windows Server account lock screen, and you are no longer using Citrix,

this screen can be closed by right clicking the Citrix Connection Center icon you’re your

System Tray and selecting Open Connection Center.

EMWE& 9SS AM
o O ®LI[ 0 a1 () o

When the Citrix Connection Center Window appears, click the Disconnect button. This

will close your Citrix session and Windows Server lock screen.

im Citrx Connection Center

— ICA connections

=83 Active

o

1

=-{E BEL1S

Inbo -

C

Microsoft Outloolk - Motffication loon

i You have new unread e-mail message

=101 x]

Properties

Log Cff

— Session Security ———

Files:

I.ﬁsk Permission j
Microphones MW ebcams:
I.F'usk Pemission j
FDA Devices:

I.-'-‘»sl-: Pemission j
ISB/Other Devices:

Iﬂsk Permission j

— Application

Terminate

1 Server used, 3 Remote Applications

Help

Close
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4.

[EXCitrix XenApp - Applications - Windows Internet Explorer

If you are using Internet Explorer version 9, and you receive the following prompt, you can
click “Open” or remove this prompt from appearing again by completing the following steps:

[_[=1x]
@g ) # [@ hitps st damirCiricacisteidera O] 5 || &[4[ % © Citrix Kendpp - Applications % ORARE
(8] (] (] (] B (8] (8]
ADP Security Base Wide DLA Applications DLA Links DLA Web Links DOD User External DLA Users
Applications Agreement
B B B B B (= B
Microsoft Office Microsoft Office MS Office 2007 MS Office 2010 sap SAP GUI Software
~ e = (Y
B B B A A e x
Test Apps Utils Web Apps Adobe Acrobat Pro Adobe X DRU System Excel 2010
= = 2 P P
@ b 3] o Pl P (wl
K 3 5 s |
Internet Explorer & MS Excel 2010 MS OneNote 2010 MS Outlook 2010 MS PowerPoint MS Publisher 2010 MS Word 2010
2010
g o ® ‘- @ =
N R 3 K "
ocs OUTLOCK 2010 PowerPoint 2010 ROP Client Remedy 76 SAP GUI 72 Windows Explarer
Word 2010 WordPad-24
‘ Do you want to open or save launch.ica (1.45 KB) from gsib.dla.mil* Open Save |V| Cancel | x _|

| BlE e

Open Internet Options:

£ Citris XenApp - Applications - Windows Internet Explorer

Applications

Desktops

6€ v [© hetps:asts damicirixicacietera 0 =] 8 | & [42] © Citrix %enapp - Applications X

DLA Enterprise Remaote Aet

Your session will expire in less than a minute, If you need mare time, click more time required.

Main

0

ADF Security

()
Microsoft Office
2007

B

Test Apps

e

Internet Bxplorer 8

(s8]
8ase Wide
Applications

()
Microsoft Office
2010

B

Utils

MS Excel 2010

(o]

DLA Appiications

(]

WS Office 2007

(]

Web Apps

MS OneNote 2010

S Office 2010

=

Adobe Acrobat Pro

[

MS Outlook 2010

0

DLA Web Links

B

SAP

=

Adobe X

MS PowerPaint
2010

(w81
DOD User
Agreement

B

SAP GUI

o

DRU System

P

MS Publisher 2010

A . 33TPM
* [FD E 12 5/30/2012 =

o]

File »

Zoom (100%) »
Safety 3

Wiew downloads Ciri+
Manage add-ons

F1Z developer tools

es

gaPm—R
Internet options
MvesiaiakoumetToclorer

Select view: ¥

(o]

External DLA Users

(o8]

Saftware

Excel 2010

[l

MS Word 2010

Do you want to open or save launch.ica (1.45 KB) from gslb.dla.mil?

open |

s |~ o [

El

a . EA4PH
: [FD E 0 5/30/2012 =
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Click Security:

J @ citrix ¥enépp - Applications X

= DLA Enterprise Remaote Access

Home P S

@ To create home page tabs, type each address on its own line,
I =

s, curvet s, deFauik Useblark |

Browsing history:

n a minute. If you need more time, click more time required.
71, Delste temporary files, history, cookies, saved passwords,
") and web Form information.

Select view: ~
™ Delete browsing history on exit
Delete... Settings j @ @ @ @ [E'j

Search
ide DLA Applications DLA Links DLA Web Links DOD User External DLA Users
Change search defaults. Settings tions Agreement

Tahs

|| Change how webpages are displayed in Settings

S il [ [ B [ [

ppearan [t Office MS Office 2007 MS Office 2010 SR SAP GUI Software

0
Colors | Languages | Fonks | iccessibility |

Lo | cond | o |[) [ ] [ |

e . Web Apps Adobe Acrobat Pro Adobe X DRU System Excel 2010

e S P (W
Internet Explarer & MS Excel 2010 MS OneNote 2010 MS Outlook 2010 MS PowerPaint MS Publisher 2010 MS Word 2010
2010

Cancel

— EB _____ : LIy

Click “Trusted Sites” then click “Sites”:

Do you want to open or save launch.ica (1.45 KB) from gslb.dla.mil? Open

355 PM
s{anjz012

Internet Op

ns HE

\General Securky | privacy | Cortent | Connections | Programs | Advanced |

Select @ zone to view or change @s.

Cilrix XenApp - Applications X

= DLA Enterprise Remaote Access

Internet  Local intrane] Festrighet
Trusted sites
This 20ne contains web:
"% trustnot to damage your o n & minute, If you need more time, click more time required.

yaur files,

Select -
~Sscurity lavel for this zons w

Allowsed levels For this 2one: Al

- [ - Medium j j i @
- I - - Prompts before downloading potentially unsafe ide DLA Appiications DLA Links DLA Web Links DOD User External DLA Users

PooGnE tions Agreement
-I-' - Unsigred Active contrals will nok be downloaded g

[~ Enable Pratected Mode (requires restarting Internet Explorer)

cusamienel. | ooraren || [
|t Office MS Office 2007 MS Office 2010 SAP SAP GUI Software
Reset allzones bo deraU Ievel o

o ] o | o [[] () oy (= |

e . Web Apps Adobe Acrobst Pro Adibe X DRU System Excel 2010

07!
Internet Explorer & M5 Excel 2010 MS OneNote 2010 MS Qutlook 2010 MS PowerPaint MS Publisher 2010 MS Werd 2010
2010

Do you want to open or save launch.ica (1.45 KB) from gslb.dla.mil? Open Save |w

401 P
5{30/2012

o Bla J[E e
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Click “Add” to add this web site then “Close”:

5 Cilriz X
Internetl:lp
e &N

J vou £an add and remove websites From this zone. All websites in

@ citrix ¥enpp - Applications X

DLA Enterprise Remote Access

this zone will use the zone's security settings.

Add this website ko

[Fetpsifige-dia.mi [ e |

Remave n 3 minute, If you need more time, click more time required,

Select view: ¥
Require server verification (https:) Far all sites in this zane 0 @ @ ﬁfj @ [Ej

fide DLA Applications DLA Links DLA Web Links DOD User External DLA Users
T tions Agreement
[~ Enable Protected Mode (requires restarting Internet Explorer)
customberel | vebaterd || | [
[t Office MS Office 2007 MS Office 2010 SAP SAP GUT Software
0

Reset all zones ko default level
ok | Cancel | Bpply | j E @ gi —

Web Apps Adobe Acrobat Pro Adobe X DRU System Excel 2010

(Wi

MS Publisher 2010 MS Werd 2010

[PS
Internet Explorer 8 MS Excel 2010 MS OneNote 2010 MS Outlock 2010 MS PowerPoint
2010

Open Save Cancel
ol Bl 5[0 :

Select “Custom Level”:

4:05FM
5/30/2012

General Security | privacy | Content | Connections | Programs | Advanced |

Internet Opl

© Citrix ¥endpp - Applications X

DLA Enterprise Remeote Access

Select & zone o view or change security settings.

¢ & v O

Inkernet Localintranet  Trusted sites  Restricted
sites

Trusted sites
J This zons contains websites that you

trust not to damage your computer or
your files

‘ou have websites in this zone,
Select view: ™

[~ Security level for this zone

Allowed levels Fo this zane: Al
Medium j

- I - - Prompks before downloading potentially unsafe ide DLA Applications DLA Links DLA Web Links DOD User External DLA Users

N - content . . .
‘I", - Unsigned Activex contrals will not be downloaded fons greemen

rret Explorer)
peraitiend | | (D @ @ @ @ @

[t Office MS Office 2007 MS Office 2010 SAP SAP GUT Software
0

n a minute. If you need more time, click more time required,

I~ Enable Protected flode (requires restarting I

Custom level... |

Reset all zones ko default level
o | e | s [[) [l oAy i .

Web Apps Adobe Acrobat Pro Adobe X DRU System Excel 2010

T P Tl

(W

WS Publisher 2010 MS Word 2010

Internet Explorer & MS Excel 2010 S OneNote 2010 MS Outlook 2010 IS PowerPaint
2010

Cancel

o A& 2le A

4:12PM
5/30/2012
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Scroll % of the way down until you see “ Launching applicantions and unsafe files”. Select “Enable”,
Selct “Ok” and close Internet Explorer:

T

Security Settings - Trusted Sites Zone

P |§| ‘X‘ D citrix Xenpp - Applications X

D 3 DLA Enterprise Remeote Access

@ Enable

gatfywhen uploading files ta a server

7] Launching applications and unsafe fies
O Disable
@ Enable
O Prompt
aunching programs and files in apaMAME |

Select view: ¥

O
& Enable
O Prompt
|| Wawigate windows and frames across differsnt domains

D Nisabla =
| ! _>l_I
éTak&s effect after you restart Internet Explorer >

- Reset custom settings

Reset ol [Mecfium (defa) - Reset...
|

ok | coned | il ||

HQ Citrix Team

)

| B @[ SRR
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Appendix D - Instructions for Configuring and Using
Citrix with Mac OS

Notes:

< DLA Help Desk does not support any versions of Mac OS and will be unable to

assist in following or troubleshooting the steps detailed in this section of the guide. Use
at your own risk.

« If previous attempts to configure CAC access have occurred, it may be necessary to
delete existing certificates, identity preferences and keychains created by these previous
attempts.

« If you are running Mac 10.6.X or 10.7.X, following these instructions you may be able to
access all CAC enabled Web sites without additional ‘identify preference’ actions,
copying certificates or creating keychains as with prior versions of Mac OS. Additionally,
it may be beneficial to performance to clean prior instances of these items out of your
system, allowing the system to create what it needs.

Steps 1-5 are for making your CAC function on your Mac and have been validated to work on
Snow Leopard (Mac OS X 10.6.X) and Lion (Mac 10.7.X).

1. Ensure your system is updated to the latest software (currently Mac OS X 10.6.X, 10.7.X
and Safari 5.1.1).

System Preferences...

Dock
Location

Recent Items

Force Quit. ..

2. Plug in your CAC reader. Open your System Profiler.
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From the Finder Menu: Click
« Go
- Utilities
< Small triangle icon triangle to open it up
e« Snow Leopard 10.6.X
o Double-click System Profiler
e Lion10.7.X

o Double-click System Information.

NOTE: If ‘Go’is not visible, click the finder icon in the taskbar or click any blank space on the
desktop.

Within the "Hardware" Category select "USB." On the right side of the screen the window will
display all hardware plugged into the USB ports on your Mac. “Smart Card Reader” should be
visible. If the Smart Card reader is present, is installed on your system, and no further hardware
changes are required (e.g., additional drivers / Firmware upgrades). You can how Quit System

Profiler.

NOTE: If the version is 5.18 or 5.25 for an SCR-331 Reader, it should work fine. If it is below

5.18, please update your firmware.
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3. Snow Leopard Users (Mac v10.6.X) may omit steps 3-5 and skip to Step 6.

Beginning with Lion (Mac v10.7.X), Tokend modules no longer ship with the Mac OS.
10.7.X users will need to install one of the following sets of modules, dependent upon the
version of CAC they are using, which can be determined by looking at the top left corner of
the back of the card (as shown in the images below). If you have you have either of the
following models of CAC (verify by looking at the top left corner of the rear of the card as
shown below: or,
« Gemalto TOP DL GX4 144
o Tokend module download:
http://militarycac.com/MAC/CAC-NG-v0.95-beta-snow.zip
« Oberthur ID One 128 v5.5 Dual
o http://static. nacosforge.org/smartcardservices/downloads/installers/SmartCard

Services 2.0.b1 (Lion).zip
These links will install the necessary Tokend modules, including BELPIC, CAC, CACNG,

and PIV. Note that this installer will only install onto OS X Lion (Mac v10.7.X).

| 1D One 128 v3.5 Ouo!
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http://militarycac.com/MAC/CAC-NG-v0.95-beta-snow.zip
http://static.macosforge.org/smartcardservices/downloads/installers/SmartCardServices_2.0.b1_(Lion).zip
http://static.macosforge.org/smartcardservices/downloads/installers/SmartCardServices_2.0.b1_(Lion).zip

4. Open Finder and navigate to where you saved the file downloaded in the last step. Extract
the ZIP file by double-clicking, then install the TOKEND by double-clicking the file that is
extracted.

]
Lo io-)
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| PAVORITES
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i [ Desktop

| (i damonbgatewood

| % Applications

@ Tt [NETA 4005 RELEASE] CAC-NG Suppert hot Mak OF X 106 » Srow Leojunt
Matcerss o oo (RETA ¥695 AELEASE) CAC-NG Sapmart for Mac OF X
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P

~*CAC-NG" Tokend
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) Tomend o Mac
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' 1 Documents Smart Card Services Update 2.0.b1 (Uon)
| [ Dropbox
g Date Modified ]
| Devices Aug 26, 2011 12:59 PM 1
! « Federal Informatio. .eport Summary.pdf  Aug 19, 2011 3:56 P 1
| & 080911 pricing_an . 5343544 v2.pdf  Aug 19, 2011 2:09 PM 73K8 1
h % eBrochure 201,001 Aug 18, 2011 3:36 PM 21M8 |
b = Smart Card Services Update 2.0.b1 (Lion) g 17, 2011 12:28 PM 952 KB
! @ 0pensC-0.12.2-10.6.0ka Jul 15, 2011 6:50 AM 29m8 1
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006 w Install Smart Card Services Update 2.0
=
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e ‘qrt Card Services Update 2.0
During the installationiof this update, copies of the older component
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hmﬂm. sforge.org/
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5. Restart your computer.

6. Once these steps are completed, you should be able to see your CAC in your Keychain
Access. To open it, from the Finder Menu: Click Go, Utilities, click the little triangle to open it
up, double click Keychain Access.

NOTE: If ‘Go’is not visible, click the finder icon in the taskbar or click any blank space on
the desktop.

‘B asxe

7. Select the CAC Keychain and then click the small padlock in the upper right hand corner
of the Keychain access window to unlock your CAC Keychain. It will ask you for a

password, this is your PIN.

8. Ensure you have DOD Certificates in your System Roots Keychain. If not, these can be

downloaded from: https://remote.dla.mil/access.html under Mac OS and Certificates
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https://remote.dla.mil/access.html

The WarlighTar& e pigtics Combal Supporf Aganey
-

i_ " }DEFENSE LOGIBTICS AGENCY
a .| F = L

I

Eu/ifr Login LOGIN | Pacific Login

If this is your first time accessing this system from this machine, you may need to
install the following to log in:

Citrizz Online Plug-in
o Windows
o Mac OS5
» ActiviCliE
o 22-bit
= EBaz= Install
m Latmst Hotfio:
= 64-bit
m Em=ze [n=tsll
u Latest Hotfioc

Still not working? Try the following:

+ Close all browser windows and try again,

» Review the Home User Guide.

+ Forissues with multiple PIN prompts, make sure you have installed
ActivClient [including the latest Hetfix) from the links abowve.

For additional support, centact your home site help desk.

Navigate to the Downloads Folder and Select the Certificates Folder
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800 [&] Downloads
(2] A = I Q
FAVORITES Name Date Modified Size Kind
i% All My Files » [ Certificates Today 9:38 AM == Folder
% About Downloads Today 6:30 AM 6.2 MB Multili...al P
o Applications
[ Desktop
@ Documents
o Downloads
E Movies
JZ Music
Pictures
DEVICES
12 iDisk
Open Certificates Folder
800 [ Certificates
(1> A = E Q
FAVORITES Name Date Modified Size Kind
= - - DOD_CA-27.cer May 24, 2012 1:28 PM 1KE certifici
= All My Files - -
o  DOD_CA-28.cer May 24, 2012 1:28 PM 1KE certifici
¥ Applications | DOD_CA-29.cer May 24, 2012 1:28 PM 1KB  certific
[ Desktop " DOD_CA-30.cer May 24, 2012 1:28 PM 1KB  certifici
@ Documents _ DOD_EMAIL_CA-27.cer May 24, 2012 1:28 PM 1KB certifici
~ DOD_EMAIL_CA-Z8.cer May 24, 2012 1:28 PM 1KB certifici
0 Downloads - o
~ DOD_EMAIL_CA-29.cer May 24, 2012 1:28 PM 1KB certifici
= Movies * DOD_EMAIL_CA-30.cer May 24, 2012 1:28 PM 1KB certifici
Jj Music - rel3_dodroot_1024.p7b May 24, 2012 1:28 PM 3 KB certifi..
Hai s | rel3_dodroot_2048.p7b May 24, 2012 1:28 PM 39KB certifi
DEVICES
2 iDisk

Double Click on each one of the certs one at a time.

“DOD_CA-27.cer” is an application downloaded
from the Internet. Are you sure you want to

open it?

WebProcess downloaded this file today at 7:18 AM from
fortbelvaoir.citrix.hg.dla.mil.

(=)

Show Source |
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Click Open

B Add Certificates

ot Do you want to add the certificate(s) from the file
o “DOD_CA-27.cer” to a keychain?

L

Keychain: | login =3

| View Certificates |

| Cancel |[ Add ]

Select Add. Keychain should be login as it appears above.

8en0o Keychain Access
)_. 4" Click to lock the login keychain. [Q, ]
Keychains . R
Apple Persistent State Encryption
- oo bW Kind: application password
& System Y Account: Window Bitmap Encryption
[ System Roots Where: Apple Persistent State Encryption
Modified: Today, AM

Name A | Kind

Date Madified Expires Keychain
oA Apple Persistent Encryption application password Today, 6:31 AM - login
7A§ ApplelD application password Today, 6:30 AM - login
] DOD CA-27 certificate - Sep 8, 2017 11:50:25 AM  login
Category

A Al ltems

When all Certs in the Certificate folder have been executed individually your Key Chain should look the
image below.
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8oe Keychain Access

uﬂm Click to lock the login keychain. [:Q /\]
Keychains
Apple Persistent State Encryption
_— Kind: application password
& System A Account: Window Bitmap Encryption
[ System Roots Where: Apple Persistent State Encryption
Modified: Today, 6:31 AM
Name & | Kind Date Modified Expires Keychain
ﬁ Apple Persistent State Encryption application password Today, 6:31 AM - login
.-}Q ApplelD application password Today, 6:30 AM - login
[5] DOD CA-27 certificate -— Sep 8, 2017 11:50:25 AM  login
Category =] DOD CA-28 certificate - Sep 8, 2017 11:57:01 AM login
_‘% All ltems [5] DOD CA-29 certificate - Sep 8, 2017 11:58:26 AM  login
,Z__ Passwords 5] DOD CA-30 certificate - Sep 8, 2017 11:59:24 AM  login
] DoD CLASS 3 Root CA certificate - May 14, 2020 9:13:00 AM  login
Sequre Notes [5] DOD EMAIL CA-27 certificate -— Sep 8, 2017 12:00:18 PM  login
E] My Certificates [5] DOD EMAIL CA-28 certificate - Sep 8, 2017 12:01:19 PM  login
i Keys [5] DOD EMAIL CA-29 certificate - Sep §, 2017 12:02:14 PM  login
[=] Certificates [=) DOD EMAIL CA-30 certificate - Sep §, 2017 12:03:08 PM  login
] DoD Root CA 2 certificate - Dec 5, 2029 10:00:10 AM  login

12 items
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NOTE: The prior steps consist of configuring the operating system to have access to the

certificates contained on the CAC; however, you cannot use the applications until you do the

following steps as well:

9. Download the Citrix Online Plug-in for Mac 11.2 (or most current version) from this website:

http://www.citrix.com/site/ss/downloads/details.asp?downloadid=2309129&productid=186

NOTE: Make sure you get the Citrix Online plug-in For Web Access and NOT the Citrix Online

plug-in For Admin Use

Citrix Home User Guide

Only

Receiver for Mac 11.2 (Online Plug-in )
Release Date: 8/26/2010

Use the “Citrix Online plug-in for Mac — web" to access hosted applications from your Citrix Web
Interface

Use for on-demand access to Windows and Web applications using Safari or Firefox with Mac OS X
10.5 or 10.6 (Intel or PowerPC). No set up is required.

View the list of countries thal may have export or import restrictions for products containing strong (128
-bit or greater) encryption.

General Documentation

Readme | Citrix eDocg Libraos
or Web Access

Citrix Online plug-in English 8/26M10  182MB

r Mac - Web

For Admin Use Only

dmg

Citrix Online plug-in English 8126110 251MB  .dmg Download Q
for Mac - Admin
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10. Open Finder and navigate to where you saved the file downloaded in the last step and
install the plug-in by double-clicking the file.

sz = il m | | =
TR Y ST

FAVORITES [5) Desktop « CitrixEVP ayneCIONEW.pdf

L All My Files il Documents " [ citrixOnlinePlug-in_full11_2

2 AirDrop i g?(::z:ids L CitrixOnlinePlug-in_web11_2

—_ u = CitrixReceiver_11.4.dmg

|| Desktop [&] Movies % Columbus.docx

] Music

[Z] Columbus(1).docx

A\ Applications =] Pmures " # ConfigMgrTools.msi
A G il Public = Daily 15 Minu...s Report.docx
1 Documents | Sites * Damon%20B.doc
|| Dropbox w DASG_Memorandum.pdf
ADE IACH Dann  ame Favme | adf
E [
S W
Insza® Cigrix Online Piug= Uninstall Carix Onkine
inpkg Plug-in

11. If, when you select an application from the Citrix Applications screen (i.e., Outlook), your
system pops up a Finder window showing where it downloaded a “*.ica” file rather than
opening the application, then you need to do the following (you should only need to do this
one time):

“Control-Click” on the *.ica file

Select “Get Info”

Go to the “Open With:” Section and select “Change All”

Navigate to MACINTOSH HARD DRIVE/LIBRARY/APPLICATION SUPPORT/CITIRX
Drop down the “Enable” box and choose ALL APPLICATIONS

Check the “ALWAYS OPEN WITH” box

Choose the “Citrix Online Plug-in” NOT the “Citrix Online Web Plug-in”

©mMmoow»
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“l“

© CAC-NGv0.93 f51) meTAl | a

sevurnEvie

& ey CAC-NG~0.¥1-wea-4ncm per ————
G Mcron ser Deta = Overa_Pay_eng. 28t - C———
g T e E |z g
- Vac 08 _Cave [ —. ~—
----- T | el Y = El==. D Sz
o ATVt peCumel | Ovg Srwt Coavn Omins P oy
Cla=ki=a - — Opent - o }: B e e
i :v;.uup.. Copen Wes . g ™~ I A
R T A —— Move 30 Trash r—— e
e _stat Seret gt etion :‘-
D - AL DR — — ™~ - -
et esaipet ast Compess Tauneh- 4 s e re— ‘;'-. - - o sl >
B “lawnch- 1 wa’ W Dt e AREENES | T T M ST e s e et -
D =l e G
FRRIRRR KRR K = - e
4 e O s v
When you “Control-click”, you can select “Open 2 gty P e it
With” and that will take you directly to steps 3d-3g, e
however, when | did it this way my system didn’t ——

retain the change and | was having to do the
process every time | tried to open an application. 5
When | went through the “Get Info” wayitsaved | |+ = coeveae o—te
the change and now works when | click an |

application in Citirix.

12. Open Safari, enable the Develop menu (Preferences, Advanced) and put Safari in the mode

to emulate IE 7.0.

Never vae Lon vigmy smalier has

Pross Tad 10 hghlight cach Sem o0 & weligags
Qurion “im NgWghe eat hen

Universw Accesy

Birte shuet Nuns Selecrad RN

Nuales bw Settinge

v Defaul (Automatically Chosen)

Safart 5.0.3 — Mac |
Safert 5.0.3 — Wadows

Safan 413 — Mac

Sfant 405 — Mac

Safart 4.0.5 — Wiadows

Mobile Safart &.1 — iPhone
Mebise Safars 4.1 — iPod touch

Duatde Cactes Mobile Safart 402 — Phose
g::;:‘" Mobile Satart 4.0.2 — Pod tsuch
Otsable - Mobile Safart 3.2.2 — Pad
Disabie Rumpnay JavaSoiot Timer faternet Explorer 8.0

Dsabie She-soecie Macky Wiwenet Expiorer 7.0

ntwenet Explorer 6.0

13. Navigate to DLA Citrix Logon portal and choose SMART CARD logon. Choose the first
DOD EMAIL CA-## certificate when prompted.
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+  Onttps ttfortbelvoir ci trix.hg. dl amil/

c:1) CD_iiix
Clear All |

You are ic:e;slng aus. Govemmun (UED
Information System (IS) that is provided for USG-...

(L]
Apple__Yaloo!l _le Mops Youlube We*' . qN

“ Unread | | Add Page |

amil

- 5 A tns ) /fortbetvair.citrix.ccl 1_ha. dla.mil /Citrioc/XenApp
GD M W Ane
Cearan | [EII urveas

( DLA Application Paral
\ Forvhabundr citrixvodla il
.,.K‘:f”m”]"—S ea- U‘C

mevon | — ilol .....

Yahoo!

Coo
. .

DLA Application Portal
¢

()] PO'““‘————————————————————————————————

Q~ Google

S AGEN

Jupp.,I Agon<y

Ti1C

i

You are accessding a U. S. Government (USG) Information System (IS) that is provided for USG-authorized
use only.

By using this IS (‘Nhichincludes any device attached to this I'S), you consent to the foiiCJYtling conditions .
-The USG routinelyintercepts and monitors communications on this IS for purposes induding, but not
limited to, penetration testing, COMSEC monitoring, networi< operations and defense, personnel misconduct
(PM),law e< fon:ome<t (LE), and countond olligenco (Cl) investigations.

-At any time, the USG may inspect and seize data stored on this IS.

-Communications using,or data stored on, this IS are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any USG-authorized purpose

-This 1S Includes security measures (e.g. authentication and access controls) to protect USG interests-not
for your personal benefit or privacy.

-Notwithstanding the above, uding this IS does not constitute consent to PM, LE ,or Cl investigative
searching or monitoring of the content d privileged communications, or work product, related to personal
representation or services by attomeys, psychotherapists, or clergy,and their assstants. Such
communication and W()I1( pnxiuct are privete and confidential. See User Agreement for detals.

1I Agree With The Statement5 Abow

| Disagree

Privacy/Security 1

Metaframe XP Login

WeobProcess wants 1o use the

tHC-111
HIMH tf"toet™™ "Y(hM" TN <@

Password: [ouuu{

For CAL instrucnons, ok Ses

Vou may need 10 Inatal the fOlowing 10 SUCOMANSY CONNecT

® Amdientie 23 4R
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Citrix XenApg i

4 hetps: [ Mortbelvair. citrix.ccl 1 ha.dia. mil /Citrix XenApp/ auth/preCertifcate. aspx
(CD [0 BB Apple VYahoo! Google Mips YeuTube Wikipedis News (298)+  Populer~

Clear Al A Unread Add Page

Tbt wot.'M te "fonbe!WIfr dtrilL«<L.IIQ.di.a.m r rot.QYitu a ditnt
tetliiiGille.

1 Is. Iftbittc’ ftQ..i r H cefV'D[t: to™ Joct.ue your Idof'%fV, '$ttKt. tfriv
ct:J"Lbu.tf. to UH: - 11Y'0il 0D!"In«th0) LM wt:idslle, &I'd cwk
C>"nve

Show Certificate Cancel Continue

Citrix XenA Applicati

€ \ittper/ fontbeivoir otrtxC8 hQaih mI/Litrix/ XenApp(S tefdef.tut. aspx

am

Clear All Unread Add Pzge

£.,j6 DLA Application Portal

fortbelvolr.cltrix.hg.dlam

Apple Yahoo! Google Maps YouTube Wikipedia News (308)> Popul

Main Seledt view: | Icons
Bit App: DLA Applications )Lﬁ%}«. Explo-er 64Bit Non-Standzrd Apps Outlook_BackEnd Outlook Test
Gui utls Web Aoo> ,2007 Aa:iess 2010 AdobeAcrobat9 Pro '”!””f{
&]
flcel 200 Eled 2010 JnloPath 2010 Irtemet Explorer 6 Inte-net IrXemetExplaer 8 MSOCS
1 8]
teees tx.::30kilt outlook 10U utlook IOV I'0'M! rtLOO Wertotnt .tHO }00: .10
F.
Plblisher 20011 Publisher2010 ROP Cliert64Bit SapQ.i 648it

Sip Gui7 Visio200i in.:bws ElcpiOler

14. Click on your app icon of choice, and you should see the app launch as seen below.
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Citrix XenApp - Applications

< o @hltps://for!belvou.(i[rix.ccll.hq.dla.mil/CﬂrixIXenApp/s»te/default.aspx Google
ED M ## Apple Yahoo! GoogleMaps YouTube Wikipedia News (308)v Populars

Clear All | [T unread | | Add Page

O DLA Application Portal
fi voir.citrix. .mi
u:s

You are
Informat

Main Select view: | Icons
32Bit Apps DLA Applications DLA Links Explorer 64Bit Non-Standard Apps Outlook_BackEnd Outlook_Test
8.0.0
> A
£ Starting Outlook 2010... A~ A A
Sap Gui (x) Access 2010 Adobe Acrobat 9 Pro Adobe X
¥ Details
,g‘ Applying user settings... (e fe
l==g]
Excel 200! Internet Explorer Internet Explorer 8 MSOCS
64Bit
= il D D
4] & 05 = (P P
MS Project OCS 64Bit Outlook 2007 Outlook 2010 PowerPoint 2007 PowerPoint 2010 Project 2010
1 Y
=t A A ]
53 L ) w W | BX .
Publisher 2007 Publisher 2010 RDP Client 64Bit Sap Gui 64Bit Sap Gui 7.2 Visio 2007 Windows Explorer

The first time you log in, this will create two “identity preference” entries in your “Login”
keychain. One for “*.mil” sites and one for https://remote.dla.mil”

Once these are created you will not need to choose a certificate each time you log on. If you
haven’t unlocked your CAC Keychain you will be prompted for your PIN.
If you ever need to use a different certificate (i.e., you chose the wrong certificate or you get a

new CAC) simply delete these two entries and when you logon again, you will be prompted to
choose a certificate.

If log on fails, another attempt should be made choosing the alternate certificate.
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Appendix E — Approved Smart Card Readers

Supplier

Cherry Electrical Products
Cherry Electrical Products
Cherry Electrical Products
Cherry Electrical Products
Dell Inc

Dell Inc.

Dell, Inc

Dell, Inc.

Dell, Inc.

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Corporation

HID Global Corporation
HID Global Corporation
HID Global Corporation
HID Global Corporation
HID Global Corporation

HID Global Corporation

HID Global Corporation
(formerly Omnikey
Americas)

Product Name

Cherry Smart Terminal ST-1044U
Cherry Smart Reader SR-4044
SR-4300 ExpressCard Smart Card Reader

ST-1210 SmartTerminal Smart Card Reader (XX1X)
Dell External USB Keyboard with Smart Card Reader

Broadcom USH2 Smartcard Solution
Broadcom USH Smart Card Solution

Dell Latitude D430, D630,D830 w/ 02 Micro Smart Card
Dell External USB Keyboard with Smart Card Reader

iICLASS RK40

iCLASS OEM150

iCLASS RPK40

iCLASS RKL550

iCLASS RK40

iCLASS RPK40

iCLASS RMK40

iCLASS RMPK40

Omnikey 5321 USB Smart Card Reader
Omnikey 5321 CR USB Smart Card Reader
Omnikey 5321 CL SAM USB Smart Card Reader
iCLASS RMP40

iICLASS RM40

iCLASS RP40

iCLASS R10

iCLASS R15

iCLASS R30

iCLASS RP15

iCLASS R40

Omnikey 4321 ExpressCard SmartCard Reader

| Part Number
ST-1044UB

SR-4044

SR-4300
ST-1210UAX-x
SK-3205

BCM5882

BCM5880

OZ77CR6

RT7D60
6130BKN000000-G3.0
3121BNN0000-G3.0
6136AKN000000-G3.0
6170BKT000000-G3.0
6130CKN000000-G3.0
6136CKN000000-G3.0
6230CKN000000-G3.0
6236CKN000000-G3.0
Omnikey 5321
Omnikey 5321 CR
Omnikey 5321 CL SAM
6225CKN0000-G3.0
6220CKN0000-G3.0
6125CKN0000-G3.0
6100CKN0000-G3.0
6140CKN0000-G3.0
6110CKN0000-G3.0
6145CKN0000-G3.0
6120CKN0000-G3.0

Omnikey 4321

Lenel Systems
International

LNL-3121

LNL-3121

Lenel Systems
International

Lenel OpenCard PIV Reader XF1100-PIV

LNL-XF1100D-PIV

Lenel Systems
International

Lenel OpenCard PIV Reader XF2100-PIV

LNL-XF2100D-PIV
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Lenel Systems
International

SCM Microsystems Inc

SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.
SCM Microsystems, Inc.

SCM Microsystems, Inc.

SecuGen Corporation
XceedID Corporation
XceedID Corporation
XceedID Corporation
XceedID Corporation
XceedID Corporation

XceedID Corporation

Citrix Home User Guide

Lenel OpenCard PIV Reader XF2110-PIV

SCR3500 USB Smart Card Reader
SCR331 USB Smart Card reader
SCR243 PCMCIA S/C Reader
SCR3310 USB Smart Card Reader
SCR3311 USB Smart Card Reader
SCR131 Serial Port S/C Reader
SCR531 Serial/USB S/C RIW
SCR333 Drive Bay USB SC Reader
SCR3340 ExpressCard 54 SC Reader
SDI010 Contact/Contactless Smart Card Reader
PAT1312 Physical Access Reader
PAT1322 Physical Access Reader
SCR338 Smart Card Keyboard
SCR3310 v2

PAT1241

SCR339

SCR3310

SCR3311Vv2

SCR333V2

SecuGen iD-USB SC/PIV

Multi-Tech Wallmount Reader
Multi-Tech Wallmount RS485 Reader
Single-Frequency Mid-Range Keypad Reader
Single-Frequency Mid-Range Reader
OEM Module

Single-Frequency Mullion Reader
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LNL-XF2110D-PIV

905141
SCR331
SCR243
SCR3310
SCR3311
SCR131
SCR531
SCR333
SCR3340
SDI010
904565
904566
903720
SCR3310 v2
904322
905174
905185
905194
905195
EA4-0516B
XF1500P
XF1500CS4
XF2210
XF2200
OEM100
XF1200
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